IIpunoxenune N° 2

HNuadopManmnoHHaA NaMATKA 1A 00y4YaloIUXCs 1A pa3MeIeHnusa
Ha opunuaabHbIXx THTEpHET-pecypcax

C KaXKIbIM TOZIOM MOJIOJIE’KU B UHTEPHETE CTAHOBUTHCA OOJIBIIE, a IIIKOJIBHUKH OJHU U3
caMbIX aKTHUBHBIX ITOJIb30Baresiell Pynera. Mexay TeM, HOMUMO OTPOMHOTO KOJTUUECTBA
BO3MOXKHOCTEM, UHTEpHET HeceT U IpobsieMbl. dTa HaMATKA JIOJDKHA IIOMOYb Tebe
6e3011acHO HAXO/TUTHCSA B CETHU.

KoMmr1ibroTrepHbIe BUPYCHI

KommbpioTepHBII BHUpPYC - 93TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTPaMM,
OTJINYUTEIbHOU OCOOEHHOCTBHIO KOTOPOU SIBJISETCS CIIOCOOHOCTh K Pa3MHOMKEHHIO. B
JIOTIOJTHEHWE K 3TOMY, BHUPYChl MOTYT IIOBPEJIUTH WJIM IOJHOCTHIO YHHUUTOXKHUTH BCe
(atiiel ¥ AaHHBIE, TOAKOHTPOJIBHBIE IIOJIBL30BATENI0, OT HWMEHH KOTOpOro ObLIa
3alylleHa 3apa)k€éHHasd IIporpaMMa, a TakKe IOBPEeIUTh WIH JaXKe YHUUTOXKUTH
OIIEPAIIMOHHYIO CHCTEMY cO BceMH (aiylamMu B I[eJIoM. B OGOJBIIMHCTBE CIIydaeB
PacCIpOCTPaHAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTozbl 3a1IUTHI OT BPEJOHOCHBIX ITPOIPAMM:

1. Mcnosb3yii coBpeMeHHbIE ONepallIOHHbIE CUCTEMBI, UMEIOIINEe CEPhE3HBIN YPOBEHD
3alUTHI OT BPEJJOHOCHBIX IIPOI'PaMM;

2. [locTrossHHO ycTaHaBiauBail nautu (IudpoBble 3alIaTKHA, KOTOPble aBTOMAaTHYECKHU
YCTAaHABJIMBAIOTCS C I€JIBI0 JIOPAOTKH IIPOrpaMMBblI) U JAPYyrue OOHOBJIEHUS CBOEU
omnepanuoHHOU cucTeMbl. CKaunBail UX TOJBKO C OPUIINAIBHOTO caliTa pa3paboTyuka
OC. Eciu cymiecTByeT peXXKUM aBTOMATUIECKOTO OOHOBJIEHU S, BKIIFOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTepe I107] IpaBaMU I10JIb30BaTesisd, a He a/IMUHUCTPATOPA.
ITO HE MO3BOJIUT OOJIBIIIMHCTBY BPEIOHOCHBIX ITPOTPAMM HHCTA/UTUPOBATHCA HA TBOEM
[IepCOHAJIBHOM KOMIIBIOTEDE;

4. Vlcionip3yit aHTUBUPYCHBIE IPOTPaAaMMHbIE IIPOIYKTHI U3BECTHBIX ITPOU3BOIUTENIEN, C
aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub puU3NIECKU JOCTYH K KOMIIBIOTEPY JIJIs1 HOCTOPOHHUX JIUII;

6. crionp3yd BHENIHNE HOCUTENU MHGPOPMALMU, TaKue Kak (piiemka, 1UCK Win (pai
13 UHTEPHETA, TOJbKO 13 PO epeHHBIX UCTOYHUKOB;

7. He oTKkpbIBall KOMIbIOTEPHBbIE (hAUIbI, ITOJIyYeHHbIE U3 HEHAJIEKHBIX UCTOUHUKOB.
Jlaxe Te paitipl, KOTOpPbIE MPUCIAT TBOU 3HAKOMBIHN. JIydllle yTOUHH Y HETO, OTIIPABJIIAI
JIU OH Tebe uX.

Cetu WI-FI

Wi-Fi - 3To He BUJl mepe/iauvl JaHHBIX, HE TEXHOJIOTUS, a BCETO JIUIIb OpEH/, MapKa.
Eme B 1991 roiy HUAEpIaH/cKas KOMIIAHUS 3aperucrpupoBasia 6peny; « WECA», uto
obo3Havasio cioBocoueranue «Wireless Fidelity», koTopwili mnepeBoAUTCS Kak
«becrpoBOIHAS TOUHOCTH».

Jlo Hallero BpeMeHH JOlUIa Jpyras abOpeBwaTypa, KOTOpas sIBJISETCA TaKOH Ke
TexHoJsioruer. Ato abbpeBuarypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JaHO ¢ HAMEKOM Ha



CTaHZIApT BbICHINM 3ByKoBoU TexHUKU Hi-Fi, yTo B mepeBojie O3HAYaeT «BBICOKaS
TOYHOCTH>.

Jla, GecriylaTHBIA WUHTEPHET-IOCTYI B Kade, OTeISAX U adpPOIOPTax SBJISAETCS OTIUYHOM
BO3MOJKHOCTBIO BBIXO/Ia B UWHTepHeT. HO MHOTME OJKCIEPThl CYUTAIT, YTO
obmenoctynubie Wi-Fi cetu He ABIAIOTCA 6€30MMaCHBIMH.

CoseTbl 110 6e30maCHOCTH paboTe B 00IIe0CTyITHBIX ceTsix Wi-fi:

1. He mepepaBaii cBow JiMuHyl0 WH@OpManuio yepe3 oOmenocrymuble Wi-Fi ceru.
Paboras B HUX, JKeJIaTeJIbHO HE BBOJUTH ITAPOJIU AOCTYIIA, JIOTUHBI U KaKHUe-TO HOMEPA;

2. Mcnosp3yit u 0OHOBJISAY aHTUBUPYCHBIE IPOrpaMMbl 1 OpaHiMayep. Tem caMbIM ThI
obe3omacuiib cebs 0T 3aKaYKH BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnosnbzoBanuu Wi-Fi oTwioun ¢ysHknuio «OO0muil jfoctyn k daiylam u
npuHTepam». JlaHHasd QYHKIOUA 3aKpbITa [0 YMOJYAHUIO, OJHAKO HEKOTOPbIE
II0JIb30BATeIN AaKTUBUPYIOT €€ JJId y/1006CcTBA NCIIOIb30BaHUsA B paboTe win yuebe;

4. He ucnionpay myosmuabii WI-FI 1 mepegaun JIMUHBIX JTAaHHBIX, HAIPUMEP JIJIA
BBIX0/Ia B COIMAJIbHBIE CETU UJIH B 3JIEKTPOHHYIO MIOYTY;

5. lmonb3yi TosbKO 3amuineHHoe coenuHeHue yepe3 HTTPS, a ve HTTP, T.e. npu
Habope Beb-asipeca BBOAU UMeHHO «https://»;

6. B wmoOwibHOM TenedoHe oTkaoun GyHKnuio «Ilogkaouenne k  Wi-Fi
aBTOMaTHUYeCKH». He /omyckaili aBTOMaTUYECKOTO TOIK/IIOUEHUST YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero coryiacusi.

CornuasibHbIE CEeTU

ConpasibHble CeTH aKTUBHO BXOAT B HAIIly KU3Hb, MHOTHE JIIOU PAaOOTAIOT U KUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLTUAD]] YETOBEK, YTO SBJISIETCS
OZIHOHI ceIbMOI BCEX >KHUTeJeH IIaHeThbl. MHOrue II0JIb30BaTeJd He IMOHUMAIOT, UTO
nHpopManus, pasMellleHHas HUMHU B COIMAJIbHBIX CETAX, MOXKET OBITh HaljleHa U
HCIIOJIb30BaHa KEM YTO/IHO, B TOM UHCJIe He 00A3aTeIbHO ¢ OJ1arnMu HaMepeHUsIMH.

OCHOBHBIE COBETHI 110 OE30ITaCHOCTH B COOHAJIBHBIX CETAX:

1. Orpa"nuub CIHUCOK Jipy3ed. Y TeOs B JPYy3bsAX HE JOKHO OBITh CIyYallHBIX U
HE3HAaKOMBIX JIIOJIEH;

2. 3amuinaid CBOIO YAaCTHYIO KM3Hb. He ykasbpIiBall maposu, TesaedoHbI, ajpeca, AaTy
TBOErO0 PpOXKIEHUs U JAPYIyl0 JIUYHYI0 WH(OpMANUo. 3JIOYMBIIUIEHHUKA MOTYT
HCIOJIb30BaTh Ja)ke WH(GOPMAIUI0 O TOM, KaK Thl U TBOW POJUTENH ILJIAHUPYETE
IIPOBECTU KaHUKYJIbI;

3. 3amuInan CBOI0 PEmyTaIluio - IEPKH €€ B YUCTOTE U 3a/1aBai cebe BOIIPOC: XOTeJT ObI
ThI, YTOOBI APYTHE TTOJIb30BATEN BUEIIH, UTO ThI 3arpykaemb? [Tlogymai, mpex/ie uem
YTO-TO OIyOJTMKOBATh, HAIIMCATh U 3aTPY3UTh;

4. Ecyi ThI TOBOpUIIIB C JIIOJIbMU, KOTOPBIX He 3HAaelllb, HE HCIOJIb3yH CBOE peayibHOe
UM ¥ IPYTYIO JIMYHYI0 UH(MOPMAIINU: UMS, MECTO JKUTEIbCTBA, MECTO YUeObI U IIPOUEE;

5. N36eraii pazmenienus dpororpaduii B IHTepHETE, I7ie Thl N300pakeH Ha MeCTHOCTH,
110 KOTOPOU MOKHO OIIPeZIeJINTh TBOE MECTOIIOJIOKEHHE;



6. [Ipu perucrpanuu B COIUAIbHON CETH HEOOXOAUMO HCII0IH30BaTh CJIOKHBIE TIAPOJIH,
cocrosIue U3 OykB 1 UQP U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. Il cCOMAIbHOM CeTU, IOYUTHI U JIPYTUX CAUTOB HEOOXOIUMO HCIIOJIb30BaTh PA3HBIE
naposu. Torga ecau TeOsA B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOJIYYaT JOCTYII TOJIBKO K
OJIHOMY MecCTy, a He BO BCe cpasy.

OJIEKTPOHHBIE JeHbI'U

DJIEKTPOHHBIE JIEHBTH — 3TO OYEHb YJIOOHBIM cHocob IUIaTe:kel, OJTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJyYUTh 3TU JeHbI'U.

SHGKTPOHHI)IG JA€HbI'H IIOABHUJIMCH COBCEM HE€AAaBHO M MMEHHO H3-3a 3TOI'O BO MHOTHX
rocygapCrBax A0 CHX ITOP He IIPOIIMCAaHO IIPO HUX B 3aKOHAX.

B Poccun ke OHM (PYHKIMOHUPYIOT U O HHUX YK€ MPOIHMCAHO B 3aKOHe, Ifle UX
pa3AendoT Ha HECKOJIbKO BU/IOB - aHOHUMHBIE U He aHOHUMHbIe. Pa3Hulia B TOM, 4TO
QHOHUMHBIE - 3TO Te, B KOTOPBIX paspelaercsd MTPOBOAUTH omepanuu 06e3
WIeHTU(UKAIUY T10JIb30BaTessA, & B HEAHOHUMHBIX HJEeHTU(UKAIUU I10Jb30BaTesId
ABJIsETCS 0053aTeIHHOM.

Takske ciezyeT pa3auyaTrh 2JIEKTPOHHBIE (puaTHBIE JeHbrU (PaBHBI TOCY/IapCTBEHHBIM
BJIIOTaM) U BJIeKTPOHHBIE HedUaTHbIE JIeHbI'Y (He PaBHBI TOCY/IaPCTBEHHBIM BAJIIOTAM).

OCHOBHBIE COBETHI IO OE30ITACHON PaboTe C AJIEKTPOHHBIMU JIEHbIAMU:

1. [IpuBs:ku K cueTy MOOWJIBbHBIN TesieOH. DTO caMbIil yAOOHBIM U OBICTPHIA CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBs3aHHbIN TesieOH MTOMOKET, €CJIN 3a0yAElb CBON
IJIATEXKHBIH 1MapoJIb UK 3al/Iellb Ha CAlT ¢ HE3HAKOMOTO YCTPOUCTBA;

2. Mcnone3yir ogHOpa3oBble maposu. [locsie mepexosia Ha YCHJIEHHYIO aBTOPHU3ALIHIO
Tebe y2ke He OyZIeT yrpoKaTh ONACHOCTh KPAXKU MJIU IIEPEXBATa IUIATEKHOTO I1apoJis;

3. Beibepu cioxHbIN maposib. [IpecTynmHuKaM OyZeT HE IPOCTO YraZaTh CJIOKHBIN
naposb. HazexkHple maposiu — 3TO IIapoJiv, KOTOPBIE COZiepKaT He MeHee 8 3HAaKOB U
BKJIIOUAIOT B ce0s CTPOUHBIE U MPOMHUCHBIE OYKBBI, MU(PHI U HECKOJIHBKO CHMBOJIOB,
TaKue Kak 3HaK Jiojiapa, GyHTa, BOCKJINIATEbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAY CBOU JINUHBIE JAaHHBbIE HA CAaliTaX, KOTOPHIM He I0BEpSEIb.
AJIeKTPOHHAsA IIOHTA

JJIEKTPOHHASA MOYTa — 3TO TEXHOJIOTUSA U IPEIOCTaBJIsIEMbIe €10 YCIYTU 10 TIEPECHLIKE
U TIOJIyYE€HHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPbIEe PaCIpe/IesIIIOTCS B KOMIIBIOTEPHOM
cetd. OOBIYHO DHJIEKTPOHHBIA IIOYTOBBIN SIMHK BBITJISIUT CAEAYIONAM 00pa3oM:
UMs_TI0JIb30BATENA@UMs_oMeHa. Takke KpoMe Mepefjiadyu MPOCTOTO TEKCTA, UMEETCs
BO3MOXKHOCTbD I1epe/1aBaTh (pamsIbl.

OcHOBHBIE COBETHI 110 He301acHON paboTe ¢ 5JIEKTPOHHOMN MOYTOMU:

1. Hazio BeIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B HMHTEepHETE €CTh OTPOMHBIN BHIOOD
OecIIaTHBIX IOYTOBBIX CEPBUCOB, OJJHAKO JIydllle JIOBEPATh TeM, KOTO 3Haellb U KTO
IIEPBbIA B PEUTHUHTE;

2. He yka3piBail B IUUHOU mouTe JIM4YHyI0 nHbopMaruio. Hanpumep, jsydiie BbIOpaTh
«MY3BIKaJIbHBIN__(paHaT@» WJIU «POK2013» BMeCTO «TeMal3»;



3. Mcnosib3y# ABYX3TAITHYI0 aBTOPHU3AIUI0. DTO KOT/[a IOMUMO IapoJis HY?KHO BBOJIUTD
KOJI, MpUchkLIaeMblil o SMS;

4. Bpibepu cJIOKHBIN maposib. I KaKJI0ro IOYTOBOTO SIIUKA JOJIKEH OBITH CBOM
HaJIe>KHBIW, YyCTOMUUBBIN K B3JIOMY I1apOJib;

5. Ecan ectp BO3MOXKHOCTh HaIMCaTh caMOMYy CBOH JIMYHBIN BOIIPOC, PICHOJILBYFI ITY
BO3MOXKHOCTB;,

6. Vcronb3yil HECKOJIBKO IOYTOBBIX ANIUKOB. IlepBbIM /1j1A YaCTHON INEPEeNnuCcKU C
ajzipecaTamu, KOTOPBIM ThI JIOBepsiellb. ITO 3JEKTPOHHBIN a/ipec He Ha/l0 UCIIOIb30BaTh
IIpU perucrpanuu Ha ¢opyMax u caiiTax;

7. He oTkpbiBall (paiiyibl U JIpyrue BJIOKEHUS B MHChMaX JlaXke €CJId OHHM IPUIILIA OT
TBOMX Apy3ei. JIydllle yTOUHHU Y HUX, OTIIPABJISLIIN JIU OHU Tebe 3T (hatiiIbl;

8. Ilocse okoHYaHUs PabOTHI HA TIOYTOBOM CEpPBHCE II€peJ] 3aKPhITHEM BKJIAJIKU C
caliToM He 3a0y/p HAXKaTh Ha « BeIATH».

Ku6epOy yIHHT WM BUPTYaJbHOE U3/1€BATETbCTBO

KubepOy/UTMHT — TpecjieloBaHHE COOOIIEHUsIMHU, COZAEPIKAIIMMH OCKOpOJIeHus,
arpeccuio, 3amyruBaHUE; XYJIMTAHCTBO; COIHMAJIbHOE OOWKOTHPOBAHHE C ITOMOIIBIO
Pa3JINYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOepOYJTHHTOM:

1. He Gpocaiicsa B 60. JIyumuii cioco0: OCOBETOBAThCA KaK ceOs BECTH U, €CJIU HET
TOT'0, K KOMY MOKHO 00paTHTbhCSI, TO BHAYaJIe yCIIOKOUThCA. Eciii Thl HAUHEIIh OTBEYATh
O0CKOpPOJIEHUSIMU HA OCKOPOJIEHU S, TO TOJIBKO ellfe 60JIbIlle Pa30KIKeNTb KOH(QIINKT;

2. YpaBJisiii cBoel KubepperyTamuei;

3. AHOHHUMHOCTh B CE€TH MHHMAasd. CYI_I_IGCTBYIOT CITI0COOBI BBIACHUTDb, KTO CTOHT 3a
AHOHHNMHBIM aKKayHTOM;

4. He crout BecTu XyIUTaHCKUU 00pa3 BUPTYaJIbHOU KU3HU. VIHTEpHET PUKCHUPYET BCE
TBOM JIEUCTBUS U COXPAHAET UX. YJUIUTH UX OyeT KpaliHe 3aTPyAHUTEIHHO;

5. CobJtioziaii CBOM BUPTYaIbHYIO Y€CTh CMOJIOJY;

6. UrHopupyii enuHUYHBIM HeratuB. OmHOpa30Bble OCKOPOUTETBHBIE COOOIIEHUS
Jiydiiie urHopupoBatb. OOBIUHO arpeccus mpekpaliaeTcs Ha HaYaJIbHOU CTa{uM;

7. baH arpeccopa. B mporpaMmmax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COITUATbHBIX
CETAX ECTh BO3MOKHOCTh OJIOKUPOBKH OTIIPABKU COOOIIEHUI C OIIPeIeIEHHBIX aJ[PECOB;

8. Ecim T1BI cBuzerenb KubepOysuimHra. TBouw JeHCTBHUA: BBICTYIHUTH IIPOTHUB
IpecjefoBaTesis, IOKa3aTh €My, 4YTO €ro JeWCTBUS OIeHHBAIOTCA HEraTUBHO,
IO/IJIEP2KATh KEPTBY, KOTOPOU HY»KHA IICUX0JIOTUYECKas IIOMOIIb, COOOITUTH B3POCJIBIM
0 (pakTe arpecCUBHOIO IIOBE/IEHUS B CETH.

MobubHBIHN TenedOoH

CoBpemenHble cMapTGOHBI U IUIAHIIETHI COZEPKAT B cebe BIOJHE B3POCJIBIHI
pyHKIMOHAaK, U Temepb OHU MOILYT KOHKYpPUPOBaTh CO CTallUOHAPHBIMU



koMmbioTepaMu. OTHAKO, CPEZCTB 3AIIUTHI JJIs MOA00HBIX YCTPOUCTB ITOKA OYEHDb MAJIO.
TecTupoBaHMe U MOUCK YA3BUMOCTEN B HUX IIPOUCXOAUT HE TaK MHTEHCUBHO, KaK JUJIsS
ITK, To ke camoe KacaeTcsi 1 MOOMJIbHBIX TPUJIOKEHUH.

CoBpeMeHHbIe MOOWIbHBIE Opay3epbl yiKe IPaKTHYEeCKHd JIOTHAJM HACTOJIbHBIE
aQHAJIOTH, OJTHAKO paciiupeHne QyHKIIMOHAJIA BJeYeT 3a COOON OOJIBIIYIO CJIOKHOCTD U
MEHBIIYIO 3aIUIIEeHHOCTb.

Jlajieko He Bce MPOU3BOJIUTENU BBIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAOIINE KPUTUUECKUE
ySA3BUMOCTH JIJ1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIJ1s1 6€30MaCHOCTH MOOMJILHOTO TeJiepoHa:

1. Huyero He saBigercs II0-HACTOAIIEMY 6eCH.TIaTHI)IM. BYI[I) OCTOPOZKEH, BEAb KOTrJaa
Te6e mnpemsiararmoT 6eCHJIaTHBIﬁ KOHTEHT, B HEM MOIYT 6bITb CKPBITBI KaKKHe-TO IIJIaTHbIE
yeIyTH;

2. lymaui, npexze yeMm oTupaButh SMS, doto uinu Buaeo. Thl TOUHO 3HAaEIb, TJl€ OHU
OyZyT B KOHEUHOM UTOTE?

3. HeoO6xoarmo 06HOBIIATH ONIEPAIIMOHHYIO CUCTEMY TBOETO CMapT(OHA;
4. Vlcrionb3yii aHTUBUPYCHBIE IPOTPAMMBI JJ1s1 MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy»kaif npusio:keHusi OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZIEPIKATh
BpPEZIOHOCHOE IMPOrPaMMHOe 00ecrieueHHE;

6. ITocsie TOTO KaK ThI BBIMEIIH C CANTa, T/I€ BBOJAWII JINYHYIO WHGOPMAINIO, 3aUau B
HaCTpoUKu Opaysepa u yzaanu cookies;

7. Illepuoguyuecku MpoBePsH Kakye MJIaTHBIE YCJIyTU aKTUBUPOBAHbI HA TBOEM HOMEDE;

8. /laBaii cBoii HOMep MOOUIBHOTO TesedoHa TOJIBKO JIIOASAM, KOTOPHIX Thl 3HAEIIb U
KOMY JIOBepsi€lllb;

9. Bluetooth nmoyxeH OBITH BBIKJIFOUEH, KOTJa Thl UM He MOJIb3yelllbcs. He 3a0biBait
WHOT/IA IPOBEPATH 3TO.

Online urpsr

CoBpeMeHHBble OHJIAUH-UTPBl - S5TO KPACOYHBle, 3axBaThIBAWOIINE pas3BjiedyeHUs,
00beIMHAIONINE COTHU THICSY YEJIOBEK 110 BceMy MUpPY. ITpOKHU UCCIIeyIOT JaHHBINA UM
MUD, OOIIAIOTCA APYT € JIPYTOM, BBIMIOJIHAIOT 33JjJaHUs, CPa’KAlOTCA C MOHCTPaAMH U
IIOJIy4aloT OIBIT. 3a YZOBOJbCTBHE OHU IUIATAT: MOKYIAKT JUCK, OIUIaYUBAIOT
abOHEeMEHT WJIU IPUODOpeTaT KaKue-To OIIUH.

Bce atu cpezcrBa uAYT Ha IIOAJEpKaHWE M pa3sBUTHE WIPHl, a TakXKe HA caMy
6e30I1acHOCTh: COBEPIIIEHCTBYIOTCA CHCTEMbBI AaBTOPU3AIHH, BBIIIYCKAIOTCSA HOBBIE ITATUH
(rmudpoBble 3aIIATKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTU CEPBEPOB.

B I'IO,Z[O6HBIX HUIpax CTOUT oOImacaTbCA HE€ CTOJIBKO CBOHMX COIIEPHHKOB, CKOJIBKO KpaKu
TBOE€TO IIapoJid, HAa KOTOPOM OCHOBaHa CHUCTEMA aBTOpHU3alluA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 10 OE30I1aCHOCTH TBOETO HUT'POBOTI'0O aKKAayHTa:



1. Ecotu ipyroii urpok BezeT cebs II0X0 WK CO3/1aeT Tebe HeMPUATHOCTH, 3a0JIOKUPYH
€r0 B CITUCKE UTPOKOB;

2. HO}KaJIYIl/JIC}I AAMUHUCTpATOPpaM HWIPbl Ha IIJIOXO€ IIOBEACHHE OTOr0 MUIPOKa,
ZKeJIaTEJIbHO IIPUJIOZKUTD KaKHe-TO I0Ka3aTE/IbCTBA B BUI€ CKDHHOB;

3. He yxasspiBali 1uuHy0 nHpOpManuio B Ipodaiiie Urpsl;
4. YBaKall IpyTux y9aCTHUKOB I10 UTPE;

5. He ycranaBiiuBaii HeodHuIMaTbHbIE TATIN U MOJIBI;

6. Vcriosip3yii cy10:KHBIE U Pa3HbIe ITaPOJIH;

7. Jlaxke BO BpeMs UTPbl He CTOUT OTKJIIOYaTh aHTUBUPYC. IIoka ThI uUrpaemb, TBOU
KOMIIBIOTED MOTYT 3apPa3UTh.

QOUIIMHT UIN Kpa’Xa JIMYHbIX JaHHbIX

OOBIYHOIN Kpaked JeHer W JOKYMEHTOB CETONHS YK€ HHUKOrO HE YAUBHIINL, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUHN 3JI0YMBIIUIEHHUKU TEepPEMEeCTIINCh B UHTEPHET, U
IIPOJIOJIKAIOT 3aHUMATBCA «JIIOOMMBIM» JI€JIOM.

Tak mosiBUJIaCh HOBasl yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WU (QUIIHUHT, TJIaBHAA I€JTh
KOTOPOTO COCTOUT B IIOJIyYeHUHM KOH(HU/IEHIIMAJIbHBIX JIAaHHBIX I10JIb30BaTeed —
JIOTUHOB U napoJsied. Ha anriuiickom sizbike phishing untaercsa kak ¢umuHr (ot fishing
— pbIOHAas JI0BJIsA, password — ImapoJib).

OcHOBHBIE COBETHI IO OOPBOE ¢ QUIITHHTOM:

1. CJ'Ie]_II/I 3a CBOHM AKKAyHTOM. Ecnm ThI IIOAO3pEBACIlIb, YTO TBOA AHKETA ObLI1a
B3JIOMaHa, TO HeO6XO]_II/IMO 336JIOKI/Ip0BaTb ee u COO6IIII/ITI> AIMHHHUCTpATOpaM pecypca
00 5TOM KaK MO>KHO CKOpee€;

2. HCHOJ’II)SYﬁ Oe30IacHbIE Be6-CafITbI, B TOM 4YHCJIIE€, HHTEPpHET-MAarasuHOB H
IIOMCKOBBIX CUCTEM,;

3. Mcnonp3yii co:kHbIE U pa3Hble napoyu. Takum o6pa3oM, ecyiu Tebs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TIOJy4aT AOCTYII TOJIBKO K OTHOMY TBOeMY NPOQUIIIO B CETH, a HE KO
BCEM;

4. Ecytut Tebs1 B3710MAJIH, TO HEOOXOAUMO IIPEAYIIPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE
JlobaByieHbl y TeOsT B JIPYy3bsAX, O TOM, UTO Tebs B3JIOMajii W, BO3MOXKHO, OT TBOETO
“MeHU OyZleT pacchlIaThCA ClIaM M CChUTKHU Ha (PUIITMHTOBBIE CAUTHI;

5. YcraHoBU HajieskHbIN 11aposib (PIN) Ha MOOMIBHBIN TenedOH;
6. OTKJIIOUY cOXpaHeHUe MMapoJis B Opay3epe;

7. He oTkpbIBali aiyibl U JIpyTHE BJIOKEHUS B IMUChbMaxX JlasKe €CJTM OHU IPUIIUIH OT
TBOUX JIpy3ei. JIydiiie yTOUHH y HUX, OTIIPABJIsLIIH JI OHU Tebe 3TH paiisibl.

[Mudposas penyranus

[MudpoBas pemyTarus - 3TO HeraTUBHAsA WJIN NMO3UTHBHAA UH(OpManus B ceTH o Tebe.
Komnpomerupymoomasa nHpoOpManus pas3MelleHHasd B UHTEPHeTe MOKET Cepbe3HbIM



06pa3oM OTpa3uThCA HA TBOEH peasibHOU ku3HU. «[{udpoBas pemyranus» - 3TO TBOU
UMUK, KOTOPBIX popMUpyeTcst 13 HHGOPMAIUH O Tebe B UHTEPHETE.

TBoe wmecTO KHUTEJILCTBA, yqe61>1, TBOE (bHHaHCOBOQ II0JIOXKEHHE, 0COOEHHOCTHU
XapaKTepa U paCCKa3bl O OJIM3KHX - BCE OTO HAKAILINBAETCS B CETH.

MHorue oAPOCTKH JIETKOMBICJIEHHO OTHOCSTCSA K IyOJIUKAIIUY JIMYHOU HHGPOPMAIUH B
VHTEpHETE, HE TIOHNUMAs BO3MOXKHBIX TTOC/IeICTBUM. ThHI flaske He CMOKeEIIb JI0Ta1aThCsA
0 ToM, uTO doTorpadus, pa3MeleHHas 5 JIET Ha3a/l, CTajla MPUYNHOU OTKa3a IPUHSITH
TeOs Ha paboTy.

KommeHnTapuu, pasmeliieHue TBoux ¢oTtorpaduii u [Apyrue JeUCTBUS MOTYT He
HCUE3HYTh JlasKe TOCJIE TOTO, KaK Thl UX YAIUIIb. Thl HE 3HaEIllb, KTO COXPAHUJ 3Ty
vHopManuio, momajga JA OHAa B IOWCKOBBIE CHUCTEMBI M COXpAaHWIACh JIM OHA, a
[JIaBHOE: YTO MOAYMalT O Tebe OKpy:Karllee JII0AM, KOTOpble HAUAYT U yBUJIAT 3TO.
Haiitu mHGOpPMAIUIO MHOTO JIET CITYCTSI CMOJKET JII000H - KaK U3 JOOPBIX OOy KAEHUH,
TaK ¥ ¢ HAMepPEeHUEeM MPUYUHUTH BPe/l. ITO MOKET OBITH KTO YTOIHO.

OcHOBHBIE COBETHI 110 3aIUTE HU(PPOBON peryTaruu:

1. I[logymai, mpexkze ueM 4TO-TO ITyOJIMKOBATh U TepefaBaTh y cebs B Ojiore Wid B
COIIAJIbHOM CETH;

2. B HacTpolikax mpoduisa ycTaHOBH OTPaHUUYEHUS Ha IIPOCMOTP TBOETO MPOMUIIS U €TO
COJIEP’KUMOTO, C/IeJIall €T0 TOJBKO «JJIS IPY3eu»;

3. He pasmemaii 1 He yka3biBail nHGOPMAIHIO, KOTOPAs MOKET KOT0-JT100 OCKOPOJISThH
WJIA OOMIKATh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIKOJbHUKH- AKTUBHBIE TI0JIb30BaTENN ITU(GPOBOTO IIPOCTPAHCTBA.
OpHako Jlajieko He Bee 3HAIOT, YTO M0JIb30BaHUE MHOTUMH BO3MOKHOCTAMHU IU(PPOBOTO
Mupa TpebyeT cobii0/iIeHUs IIpaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMUH «UHTEJIEKTyaIbHAsA COOCTBEHHOCTh» OTHOCUTCS K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHAsA C HOBBIX HM300pPETEHUU U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA MPOAYKTHl U YCJIYTH , U 3aKaHYMWBasg KHUTaMU, ¢oTorpadusiMu,
KUHODUIbMaMU 1 My3bIKQJIbHBIMU IPOU3BEEHUSAMU.

ABTOpCKHeE ITpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha ITPOU3BEEHUSA
HAyKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHE IIPaBa BHICTYIAIOT B KaUeCTBe TapaHTUH
TOTO, UTO MHTEJUIEKTYIbHBIN/ TBOPUECKHUI TPy aBTOpa He Oy/IeT HallpaCHBIM, aCT eMy
CIIpaBeZ/IUBble BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOETO TPYZAd, IOJIYYUTH
HM3BECTHOCTH U Ipu3HaHue. HUKTo 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOIUTh
€ro IpOU3Be/leHUEe, PACIPOCTPAHATH, IyOJIUYHO JIEMOHCTPUPOBATh, IIPO/AABATH,
HMIIOPTUPOBATh, IIyCKaTh B MPOKAT, IMyOJIUYHO HCIIOJIHATH, TOKA3BIBATH/ UCIIOTHATh B
a¢upe nuiu pa3Mmeniars B IHTEepHETE.

Vcronp30BaHUe «IMHPATCKOTO» IPOTPAMMHOTO OO0ecCIleueHUs] MOXKET IIPUBECTH K
MHOTUM pHUCKaM: OT IMOTePU JAHHBIX K TBOUM aKKayHTaM A0 OJIOKHUPOBKU TBOETO
YCTPOMCTBA, I/ie YCTAHOBJIEHHBIN HE JierayibHasA mporpaMmma. He crouT Tak:ke 3a0bIBaTh,
YTO CYIIECTBYET JIETAIbHBIE U OeCIJIaTHBIE TPOTPAMMBbI, KOTOPbIE MOXKHO HAWUTU B CETHU.

O noprase



CeteBUYOK.p - TBOU TIJIaBHBIU COBETYMK B CeTU. 37ech Thl MOXKeIlb Y3HATb O
0e30MacHOCTH B CEeTH IOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a INPH BO3HUKHOBEHUU
KPUTUYECKON CUTyallud OOpaTUTHCSA 3a COBETOM. A TaKKe IPHUHATH y4yacTHe B
KOHKYPCaxX U CTaTh CAMbIM IIU(POBBIM I'PaKJaHUHOM!



